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(57) Abstract: The present invention relates to apparatus for transfening security documents. The apparatus is formed from a 
carrier adapted for use in an air tube system capable of transporting the carrier from a source to a destination. The carrier includes 
a substantially cylindrically shaped housing (10) which cooperates with the tube to aDow the carrier to be transported. The housing 
includes an internal cavity (lOA), and is coupled to a lid (17) and a base (18) to enclose the cavity. The lid includes an ^rture 
(17A) to allow documents to be inserted into the cavity, with the base being removable via a lock to allow the security documents 
to be removed. The invention also claims an air tube system for transferring security documents, the system including a controller 
adapted to control a number of control stations (21 A, 21B. ...21G) for selectively transferring carriers along interconnecting tubes 
between loading stations and destination stations. 
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SECURITY SYSTEM 



Background of the Invention 

The present invention relates to a carrier and a system for transporting security documents, 
5 and in particxxlar security documents such as cash. 

Description of tiie Prior Art 

The reference to any prior art in this specification is not, and should not be taken as, an 
acknowledgement or any form of suggestion that tibie prior art fomis part of the common 
1 0 general knowledge in Australia. 

Currently, it is known to transport cash and other security docmnents, using air tube 
systems. In air tube systrais, the documents are located in a carrier, which is in turn placed 
in a tube. The carrier creates a seal with the tube, such that the carrier may be sucked along 
15 the tube from a loading point, to a collection point, thereby allowing the documents to be 
transported. 

However, the level of security provided by the system is minimal. For example, the 
carriers are not generally secure and can therefore be intercepted along the tube length, 
20 allowing the contents to be examined or removed. This also allows mdividuals interacting 
with the carrier, such as the individuals loading or removing tiie carrier from the tube, to 
access the contents of the carrier, which may be undesirable. 

This is particularly important in situations where large quantities of cash are handled, such 
25 as in the gaming industry. For example, when cash is collected from the gaming tables, it is 
important to ensure that the cash is securely transported from ihe table to a counting room, 
particularly as quantities can often involve tens or hundreds of thousands of dollars. 

Currently, cash collected at the tables is inserted through a slot in the table surface and into 
30 a security box, which is locked into the table. At a suitable time, such as when the box is 
ftiU, the box is unlocked from the table by a security guard. The guard then transports the 
cash to the gaming room. Security cameras typically monitor this procedure. 
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Even using the security guaid does not assure security as the guard may be attacked, or 
even take the cash themselves. Accordingly, when large amounts of money are involved, 
often several security guards are required, which in turn can prove prohibitively expensive. 
Currently however, other forms of transport system, such as air mbe systems are too 
insecure to allow such large amounts of money to be transferred in this fashion. 



Summary of the Present Invention 

In a first broad form the present invention provides apparatus for transferring security 
documents, the apparatus being formed fix)m a carrier ad^ted for use in an air tube system, 
10 the air tube system having a tube for transporting the carrier firom a source to a destination, 
the carrier including: 

a) A substantially cylindrically shaped housing defining an internal cavity, the housing 
being adapted to cooperate with the tube in use, to allow the carrier to be 
transported; 

15 b) A Ud coupled to a first end of the housing, the Ud including an ^erture adapted to 
allow documents to be inserted into the cavity in use; 

c) A base removably mounted to a second end of the housing opposite the first, the 
base bdng removable to allow access to the cavitjr, and, 

d) A lock for retaining flie base in place. 

20 

The lock is preferably formed firom a dual key bi-lock mechanism. 
The aperture may be formed fmm a narrow slot 

25 The carrier typically includes: 

a) A shutter movably mounted to the Ud, the shutter being adapted to move between an 
open position, and a closed position in which llie aperture is blocked; 

b) A shutter opening system positioned in the cavity, and being adapted to be activated 
manually to thereby allow the shutter to be opened, the ; and, 

30 c) A shutter closing mechanism, the shutter closing mechanism being provided on the 
outside of the housing, and being ad^ted to be activated once security documents 
have been inserted into the cavity. 
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The carrier can b adapted to be positioned in a docking station, to aUow the carrier to be 
positioned in a gaming table in use, with the aperture aHgned with a game table slot 

The gaming table typicaUy includes an actuator for activating the shutter closing 
5 mechanism when the carrier is removed fiom the gaming table. 

The carrier may include an identifier, the air tube system including a number of detectors 
positioned at respective locations in the air tube system, the detectors being adapted to: 
a) Detect tiie identifier of carriers traversing the location; and, 
10 b) Transfer an indication of the identifier to a controller adapted to determine the 
location of the carrier in accordance with the detector and the identifier. 

The carrier typically includes a communications system for transferring an indication of the 
identifier to the detector. 

The transmitting system may be formed &om an RFID system. 



15 



In a second broad form tiie present invention provides a docking system for receiving a 
carrier for transporting security documents, the carrier having a cylindrically shaped 
20 housing having an aperture in a first end for receiving the documents, the docking system 
including a substantially cylindrical shaped cavity adapted to receive the carrier, the 
docking system being adapted to cooperate with a gaming table such that documents 
inserted through a gaming table slot are received by the carrier aperture. 

25 The docking system may include a locking mechanism, the locking mechanism bdng 
adapted to selectively retain the carrier in the cavity. 

The docking system can be adapted to cooperate with an aperture in the gaming table, to 
allowing the docking stations to be moved firom an open position in which the cavity is 
30 accessible to allow the carrier to be inserted therein, and a closed position in which the 
carrier ^erture is aligned with the slot. 
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The cavity may include one or more guides, the guides being adq)ted to cooperate with one 
or more carrier guides mounted to carrier to thereby aUgn the carrier in the cavity. 

The docking system can be adapted to receive a carrier according to the first road form of 
5 the invention. 

In a third broad form the present invention provides a controller adapted for use in an air 
tube system, the air tube system including a number of controlling stations for selectively 
transferring carriers along interconnecting tubes between loading stations and destination 
10 stations, and one or more detectors for detecting the position of the carrier within the tubes, 
the controller bdng adapted to: 

a) Cause the controlling stations to transfer a carrier loaded at a respective loading 

station to a destination station; 

b) Monitor signals from the detectors to determine the changes in the position of 

15 carriers; 

c) Compare the changes in the position of each carrier to predeteraiined criteria; and, 

d) Generate an indication in response to the comparison. 

Each carrier preferably includes a respective identifier, tiie detectors being adapted to 
20 detennine the respective identifier of each canrier and transfer an indication of tiiis to the 
controller, the controller being responsive to the identifier and the respective detector to 
determine the position of the respective carrier. 

The controller is preferably adapted to tansfer the carrier between respective loading and 
25 destination stations ia accordance with the respective identifier. 



The controller can iaclude: 

a) A store for storing the predetermined criteria in the form of predetermined 

thresholds; and, 

b) A processor coupled to the store, the processor being adapted to: 

i) Detennine the current position of the carrier; 

ii) Store an indication of the current position in the store; 
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iii) Compare the current time taken to move between subsequent positions to the 
selected ones of the predetermined thresholds stored in the memory; and, 

iv) Generate an alert in accordance with an unsuccessful comparison. 

5 The alert may be at least one of an audible or visual alert, and this may be generated at a 
device remote to the processing system. 

The predeteraiined threshold may be selected in accordance with the most recent position 
of the carrier. 

10 

The processor can be fiirther adapted to store an indication of the carrier positions together 
with an associated time indication in flie store. 

In a fourth broad form the present invention provides an air tube system for Iransfening 
1 5 security documents, the air tube system including: 

a) A number of tubes; 

b) One or more loading stations coupled to the tubes, the loading stations being 
adapted to allow carriers including security documents to be loaded into the tubes; 

c) One or more destination stations coiq)led to the tubes, the destination stations being 
20 adapted to receive carriers fix)m the tubes; 

d) A pump for pumping into, or out of selected ones of the tubes; 

e) One or more controlling stations for selectively interconnecting the tubes; 

f) A number of detectors for detecting the position of the carrier within the 

g) A controller coupled to the controlling stations and the detectors, the controller 

25 being adapted to: 

i) Cause the controlling stations to transfer a carrier loaded at a respective loading 
station to a destination station; and, 

ii) Monitor signals from llie detectors to determine the changes in the position of 
carriers. 



30 



The controller can be further adapted to: 

a) Connate the changes in the position of each carrier to predetennined criteria; and, 

b) Generate an indication in response to the comparison. 
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The controUer may be a controUer according to the third broad fonn of the invention, and 
the earner may be a carrier according to the first broad form of the invention. 

5 In a fifth broad form the present invention provides a system for transferring security 
documents, the system including: 

c) A carrier according to the first broad form of the inventioi^ and, 

d) An air tube system according to the fourth broad form of the invention. 

10 The system may be adapted for use in a gaming envhromnent, the system fiirther including a 
docking station according to the second broad form of the invention. 

In a sixth broad form the present uivention provides a method of transferring security 
documents firom a source to a destination, the method including: 
15 a) Loading the security documents into a carrier; 

b) Transferring the carrier from a loading station to a destination station via an air tube 

system; 

c) Detecting the position of the carrier within the air tube system; 

d) Compare the position of the carrier within the air tube system to predetermined 

20 criteria; and, 

e) Generate an indication m accordance with the results of the comparison. 

The method is preferably performed using the canier of the first broad form of the 
invention, and a controller according to iJie thurd broad form of the invention. 



25 



30 



Brief Description of the Drawings 

An example of the present invention will now be described with reference to the 
accompanying drawings, in which: - 

Figure 1 is schematic diagram of an example of a system according to the present 
invention; 

Figure 2A is a schematic diagram of an example of the carrier of Figure 1; 
Figure 2B is a schematic plan view of an exanq>le of the lid of Figure 2A; 
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Figure 3 is a schematic diagram of an example of the air tube system of Figure 1; 

Figure 4 is a schematic diagram of an example of the processing system of Figure 1; and. 

Figure 5 is a schematic diagram of an example of a gaming table; 

Figure 6 is a schematic diagram of an example of the docking station of Figure 1; 

Figure 7 is a schematic diagram of a second example of the processing system of Figure 1; 

Figure 8 is a schematic diagram of an example of the loading station of Figure 1; and. 

Figures 9A and 9B are a flow chart of the manner of operation of a specific system. 

DetaUed Description of ttie Preferred Embodiments 

An exanq)le of the present invention will now be described with reference to Figure 1, 
which shows an example of a system for implementing secure document transport. 



As shown the system is formed from an optional docking station 1, a carrier 2, and an air 
tube system 3 that couples one or more loading stations 4 to one or more destination 
15 stations 5. hi general, operation and monitoring of the air tube system 3 is achieved using a 
processing system 6. 

The carrier 2 is shown in more detail in Figures 2A and 2B. As shown in Figure 2A, the 
carrier is formed from a generally cylindricaUy shaped body 10 that defines an internal 
20 cavity shown by the dotted line lOA. CylindricaUy sh^ed mountings 11, 12 are positioned 
at respective ends 13, 14 of the body 10, with each mounting having a drive ring 15, which 
is typicaUy formed from rubber, such as a synthetic rubber like polypropylene, and an 
aUgmnent ring 16, which may be fonned from a material such as Velcro or the like. 

25 The earner 2 includes a Ud 17 fixed to the carrier 2 at one end of the body 10. and a base 
1 8, which is removably mounted to the carrier either by connecting the base 18 to the body 
10, or the second mounting 13. In use the base is held in place by a lock, such as a dual bi- 
lock. 

30 As shown in plan view in Figure 2B, the Ud includes an aperture 17A. A shutter 17B is 
mounted to ttie Ud 17 via guide rails 17C. In use. the shutter is adapted to move between an 
open position, in which the shutter is located clear of the aperture 17A aUowing security 
documents to be inserted there through, and a closed position shown by the dotted Unes in 
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which the diutter 17B blocks the aperture 17A. 

In one example, the shutter is urged towards the closed position by a biasing means (not 
shown), such as a spring or the like. The shutter is retained in the open position using a 

5 latch 17D. This configuration is designed such that when the latch is released as shown by 
the dotted lines in Figure 2A, the shutter 17B is automatically urged into the closed position 
to thereby prevent objects being inserted through the aperture. Furthermore, as the shutter 
is located inside the cavity lOA when the Ud is fixed to the body 10. this ensures that the 
shutter can only be returned to the open position by removing the base 18 to gain access to 

10 the cavity lOA. 

This ensures that once the shutter 17B is closed, access to the contents of the cavity lOA 
can only be achieved by removing the base 18. 

15 The carrier 2 is adapted to be mserted mto a loading station 4, allowing the carrier to be 
transported to an ^propriate destination station 5 by the air tube system 3. An example of 
a typical air tube system configuration is shown in Figure 3. In this example, the air tube 
system includes a number of tubes 20 interconnected by a number of control stations 21 A, 
21B, ... 21G. At least one of the control stations 21F is coupled to a turbine 22 via a tube 

20 20, with one or more of the control stations 21A-21G being fiirther coupled to a number of 
loading stations 4A, 4B, ... 41, and a number of destination stations 5 A, SB, 5C, via 
respective tubes 20. 

The processmg system 6 is adapted to control the operation of the control stations 21 and 
25 the turbine 22, to thereby route carriers 2 throu^ the air tube system 3, as will be 
appreciated by persons skilled in the art. 

An example of a suitable processing system 6 wUl now be described in more detail with 
respect to Figure 4. In particular, in this example, the processing system 6 includes a 
30 processor 30, a memory 31, an input/output (I/O) device 32, and an external interface 33, 
coupled together via a bus 34. The I/O device typically includes a display, such as a 
computer monitor or the like, a keyboard, and one or more other input devices such as a 
mouse, joystick, trackball or the like. 
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In use, the external interface is coupled to the control stations 21 (only three of which are 
shown for clarity), and the turbine 22, to allow their operation to be controlled. These 
connections may be achieved using a communications network, such as a wired to wireless 
5 LAN, or direct wired to wireless connections, as will be appreciated by persons skiUed in 
the art. 

Accordingly, by generating appropriate control signals in accordance with appUcations 
software stored in the memory 31. the processor 30 can control the operation of the control 

10 stations 21 to selectively transfer the carriers 2. This is achieved by controlling the 
operation of the turbine 22 to selectively pressurise and depressurise the tubes 20 by 
pumping air in to or out of the tube 20 connected to the control station 21F. It will be 
appreciated that this is typically achieved through the use of an appropriate control valve 
system which may be used to couple the turbine 22 to the respective tube 20, or may form 

15 part of the control station 21F, or alternatively may be achieved by modifying the operation 
of the turbine 22 directly. 

In any event, it will be appreciated that the processing system 6 may be formed from any 
one of a number of suitable processing systems, such as a suitably programmed computer, 
20 specialised hardware, or the like. 

In use, when the carrier 2 is inserted into tiie tube 20 at the loading station 4A, the drive 
rings 15 are adapted to form a seal with the inner surface of the tube 20. The processing 
system 6 then causes the turbine to pump air out of the respective tube 20, thereby drawing 

25 the carrier along the tubes 20, from the loading station 4A, to the control station 21A. A 
similar procedure is then used to transfer the carrier 2 via the control stations 21A, 21B, 
21E, to the control station 21F. The processing system 6 then causes the turbine to pump 
air into the tubes 20, thereby transferring the carrier 2,via the control stations control 
stations 21F, 21G to the destination station 5A. It wiU be appreciated by persons skilled in 

30 the art that the Velcro 16 is used to correctly aHgn the carrier 2 within the tubes 20 to 
ensure smooth transfer of the carrier through the tubes 20, in the normal manner. 



It will therefore be predated that the air tube system 3 may be an existing air tube system 
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provided within a building or the like. Thus, for example, to allow the system to be 
integrated into existing air tubes systems, the cairier 2 is preferably dimensioned, and 
adapted to be used in existing tubes. Accordingly, the cairier typically has a length of 
between 360mm and 400mm and is adapted to travel in a tube having an inner diameter of 
5 152mm and an outer diameter of 160mm. However, alternative tube systems can be used, 
m which case the dimension of the carrier may be adjusted accordingly. 

In a gaming environment such as a casino, gaming tables such as the gaming table 40 
shown in Figure 5, include a cavity 41 adapted to receive security boxes or the like. In use, 

10 the security box cooperates with a slot 42 provided in the table 40, to allow security 
documents, such as cash or gaming tokens, to be inserted through the slot 42 and into the 
security box. This ensures that once the security documents have been inserted through the 
slot into the security box, the documents cannot be removed without first removing the 
security box from the table. In existing gaming environments this is performed by security 

15 guards, who remove the security boxes to a remote secure location for opening and contents 
evaluatioiL 

In this example of the present invention, the carrier 2 functions in a similar manner to the 
security box described above, and is therefore ad^ted to be mounted to gaming tables so as 
20 to allow security documents to be inserted directly through the slot 42 and the aperture 
17A, into the carrier 2. 

This may be achieved by providing appropriately configured gaming tables. In this case, it 
will be appreciated that each gaming table may correspond to a respective one of the 

25 loading stations 4, with the cairier being retained in the loading station 4 whilst it is being 
loaded with security documents through the slot 42 and the aperture 17A. Once the cairier 
2 is loaded it can be removed from the table and transferred via the air tube system 3 to a 
destination station 5 in the manner described above. This obviates the need for any 
physical contact with the carrier 2, thereby reducing the opportunity for the carrier to be 

30 tampered with. 

However, it wiU be appreciated that this requires the gaming table to be modified to act as a 
loading station 4, whereas it is advantageous to allow the carrier to be utilised with exiting 
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gaming tables 40. This may be achieved by using the optional docking station 1 mentioned 
above, together with a remote loading station 4. as will now be described. An example of a 
suitable docking station 1 is shown in Figure 6, and is formed from a body 45 that can be 
inserted into the cavity 41 in the same manner as a security box. This is typically achieved 
5 by use of runners or the like (not shown) mounted within the cavity 41 , which cooperate 
with corresponding shoes or rails mounted on the body 45. In this case, the docking station 
1 may be secured to the gaming table 40 to prevent removal therefrom. Thus, the docking 
station can form an integral part of the gaming table, or be provided as a separate element. 

10 In any event, the body 45 includes a cavity 46 adapted to recdve the carrier 2 in use. The 
cavity 46 and the carrier 2 are adapted so that the carrier must be inserted into the cavity in 
a pre-determined orientation. This may be achieved by the use of guides mounted in the 
cavity 46, which cooperate with appropriate recesses on the carrier 2, or the like. As a 
result, when the docking station 1 having a carrier 2 mounted therem is inserted into 

15 gaming table cavity 41, the aperture 17A aUgns with the slot 41, alloAving security 
documents to be mserted into the body 10 of the carrier 2 through the ^erture 17A. 

A lock 47 locks llie carrier 2 into docking station body 45, thereby preventing unauthorised 
removal of the carrier 2 from the dockmg station 1. Furthennore, the docking station can 
20 be locked into the gaming table to prevent access to the cavity 46, using a lock 43 shown 
generally at 43. 

In use, this provides a secure manner for transporting security documents. An exan^le of 
this will now be described, with reference to transporting the documents from a gaming 
25 table in a gaming room, to a counting room, or the like. 

Firstly, an empty carrier 2 having the shutter 17B in the open position is locked into the 
docking station 1, using the lock 47, as described above. The docking station 1 is then 
locked into the cavity 41 in the gaming table using the lock 43, as though it were a security 
30 box, in the normal manner. 

During game play, the croupier or other member of staff will insert cash or other security 
documents through the slot 42 and the aperture 17A. into the carrier 2. At a suitable stage. 
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such as when the carrier 2 is near Ml, or at the end of play, the lock 43 is unlocked, 
allowing the docking station 1 to be removed from the gaming table cavity 41. If the 
docking station 1 forms an integral part of the gaming table 40, it will typicaUy not be 
possible to completely remove the docking station 1 from the cavity 41, thereby ensuring 
5 the docking station remains secure. 

During this process, the latch 17D will cooperate with an actuator, so that as the carrier is 
removed from the gaming table 40, the latch is released, thereby causing the shutter to 
close, and prevent further access to the cavity lOA, through the aperture 17A. 



10 



15 



The lock 47 is unlocked allowing the carrier 2 to be removed from the docking station 1, 
and carried by the croupier, or other member of staff to a loading station 4A located within 
the gaming room. In general, a respective loading station 4 will be provided for each few 
gaming tables, such that each table is close to a loading station 4. 



The carrier 2 is then transported by the air tube system 3 to the desired destination station 
5A, 5B, 5C, which in this case is contained in a counting room. This is controlled using the 
processing system 6, allowing the transfer of the carriers 2 to be controlled centrally. This 
allows the cash to be securely transported from the gaming room to the counting room, via 
20 the air tube system 3. 

It will be appreciated that the croiq)ier has only a short distance to travel to the loading 
station 4 thereby reducing the risks of attempted theft. Furfliermore, the carrier 2 is then 
transported out of si^t of the public, in the air tube system, to help further prevent theft, 
25 and thereby reducing or even removing the need for security guards. 

The presence of the aperture 17A, and the lockable base 18, prevents the croupier from 
removing the cash or other security documents from the carrier 2, with enhanced security 
being provided by the use of the shutter 17B. 



30 



Once removed from the gaming table 40, access to the cavity lOA and the security 
documents contained tharein can therefore only be achieved by operation of the dual bi- 
lock, to remove the base 18. The dual bi-lock requires the presence of two different keys to 
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undo the lock and release the base 18. Accordingly, it is preferred that two individuals are 
provided with respective ones of the keys, such that tiie presence of both individuals is 
required within the counting room, to remove the cash from the carrier. Accordingly, once 
inserted into the slot 42 in the gaming table 40. the cash can only be accessed by the two 
individuals in the counting room. 

Once the security documents have been removed, the shutter can be manually returned to 
the open position and the base 1 8 replaced, thereby allowing the carrier 2 to be reused. 

In order to prevent the carrier being broken, the body 10 is preferably formed from a 
toughened material such as high impact polymers, metal or the like. Generally the material 
should have high impact resistance, dimensional stabiUty, high mechanical strength, and 
surfece hardness. Accordingly, aluminium alloys, acetals, or the like may be used. 

15 It is also important that the carrier 2 satisfies predetermined weight requirements to allow 
the carrier to be used within existing air tube systems. This therefore further hmits the 
materials that can be used in constructing the carrier 2. 

AflHitinnal FnnctionalitV 

20 A further security measure is the provision of a tracking system. This can be achieved in a 
number of manners. Thus for example, each carrier may be provided with a location 
positioning system such as GPS and a transmitter which periodically transmits the location 
of Ihe carrier 2, together with a unique identifier, to a central receiving base station, such as 
the processing system 6. This allows the location of each carrier 2 to be tracked, so that if 

25 an attempt to steal a carrier 2 is made, the carrier 2 can be located. 

However, the requirement for the carrier to include processing electronics and a 
transmission system requires a relatively high transmission power, which is undesirable for 
a number of reasons. Thus, for example, the power requirements make the transmission 
30 system relatively complex and weighty, thereby increasing the weight of the carrier 2. and 
in turn reducing the load capabilities of the carrier 2. 

An alternative tracking system is formed &om a number of detectors 23 coupled to the 
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processing system 6, via the external interface 33, as shown in Figure 7. In one example, 
the detectors are mounted in the control stations 21, and are adapted to detect the passage of 
the carriers 2 through the control station 21, allow the processing system 6 to determine the 
location of the carrier 2 within the air tube system 3. It will therefore be appreciated that 
5 the connection between the control stations 21, the detectors 23, and the processing system 
6 can be implemented using a common network or integrated connections. In particular, 
each control system may include a processor for performing some monitoring and control 
functionality locally. 

10 In this case, each carrier 2 may be fitted with an identifier adapted to be detected by the 
detectors 23. An indication of this identifier is used by the processing system to allow the 
processing system 6 to determine the location and identity of carriers 2. 

The nature of the detectors 23 and the identifier will depend on the respective 
15 implementation. Thus, for example, a shorter range radio system can be used, with each 
carrier would have a respective transmitter adapted to transmit a signal that can be received 
by detectors including appropriate antermas. As the carrier 2 passes by a detector 23, the 
antemia detects the signal, allowing the position of the carrier to be determined. In this 
case, the transmitter can be adapted to transmit a predetermined code which is then relayed 
20 to the processing system 6. to allow the processing system 6 to uniquely determine the 
carriers identity. 

Alternatively, tiie identifier may be in the form of jqjpropriate RFID (Kadio Frequency ID) 
tags provided in the carrier 2, as shown at 24. In this case, the detectors 23 are formed fiiom 
25 appropriate transceivers adapted to communicate with the RFID tag, to enable an indication 
of the identifier to be determined, as will be ^predated by a person skilled m flxe art 

When a carrier passes by a detector 23, the transceiver will query the RFID tag and 
determine the identifier therefrom, with an indication of this being transferred back to the 
30 processing system 6. In tiiis case, the communication between tiie detectors 23 and the 
RFID tag can be achieved wnelessly, with power being transferred inductively to tiie RFID 
tag to allow any on board processing electronics to be powered by an extemal power 
source. It will be appreciated tiiat tiiis allows the RFID tag to be small, Ughtweight, che^ 
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and substantially maintenance free. 

Alternative means, such as optically or magneticaUy encoding information on the earner 
body 10. for example by using barcodes, or the like. In this case, the detector 23 is 
5 provided in the form of an ^ropriate optical or magnetic detector, such as a barcode 
reader. 

Alternatively, or additionally, the detectors 23 can be mounted at various locations along 
the length of the tubes 20, as shown in Figure 3. This allows fixe processing system 23 to 
10 monitor the location of the carriers between the control stations 21. The detectors, can also 
be directional, allowing liie direction of the travel, or position of the carrier 2 along the 
length of the tube 20 to be determined. 

Alternatively, or additionaUy, detectors 234 can be provided on the loading stations 4 to 
15 determine when a carrier has been inserted into the loading station 4, thereby allowing the 
processing system 6 to activate the air tube system 3, to cause the carrier to be transferred. 

It will be appreciated that by suitable positioning of the detectors 23, 23* allows the 
position of the carriers 2 to be uniquely determined. Furthermore, a monitoring system. 
20 such as a suitably programmed processing system, can be provided to monitor passage of 
the carriers 2, to thereby detect if any carriers become diverted, stuck, or go missing. This 
wiU allow the location of the disappearance to be identified, thereby helping trace any 
missing carriers 1. 

25 In general, the processing system may be provided as part of the system that operates the 
control stations 22 to route the carriers 2 through the tube 20 in accordance with normal 
routing protocols. Accordingly, a separate processing system may be provided for 
additional security. 



30 



It will be appreciated that in the short-range transmission system, passive wireless 
transmission can be used, in which the detectors generate a carrier signal that is used to 
power a radio transceiver in the carrier 2. This allows data to be backscatter modulated to 
the detectors 23 without requiring the presence of an additional power source in the carrier 
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2, as will be appreciated by persons skilled in the art 

In the above-mentioned examples, each carrier may be adapted to transmit a coded 
identifier code to the processing system 6, either directly, or via tiie detectors 23, allowing 
5 each carrier 2 to be imiquely identified. This further helps monitor the location of the 
carriers 1, thereby fiirther improving security. 

For exanq)le, ttiis can be used to record an audit trail so that the passage of each carrier 2 
through the system is recorded and stored in a database (not shown). In this case, the record 
10 of the carrier movements can be stored in an encrypted ^hion together with associated 
time stamps, to thereby prevent the data being subsequentiy manipulated. This allows the 
carrier movements to be uniquely determined at any time in the fiiture, such that should a 
theft occur, the location of the respective carrier during the tune of tiieft may be 
determined. 

15 

In addition to fbis, the use of unique identifiers allows the carriers 2 to be directed 
automatically through tiie tube system 1 to selected destination stations 5 as required. 

A further modification that can be made is for the processing system 6 to be ad^ted to 
20 monitor the time taken for the carriers to be transferred between respective detectors 23. In 
this case, the processing system 6 would monitor the time taken for a carrier 2 to travel 
between any two detectors within the air tube system 23, by monitoring for the passage of 
the carrier passed respective detectors 23. The time takrai is compared to a predetermined 
threshold representing the time that tiie transfer should take. This threshold can be based 
25 on the geometry of the tubes 20 and the relative positioning of the detectors 23, or can be 
determined in accordance with testing performed using appropriate test carriers 2. The 
threshold will typically be stored in the memory 21, or may alternatively be provided in a 
remote database, as will be appreciated by persons skilled in the art. 

30 In any event, in this example, if the carrier takes longer than the predetermined threshold to 
travel between successive detector locations, this indicates either that there is a feult with 
the system, or that the carrier 2 has been.tampered with during transit. 
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It wiU be appreciated that this can be used to alert security personnel should an attenq)ted 
theft occur. This can be achieved in a number of manners. Thus, for example, an 
indication of the exceeding of the respective threshold could be displayed on the I/O device 
33 provided with the processing system 6. This allows an operator to signal an alarm, or 
5 contact security personnel, or tiie like. 

Alternatively, tide processing system 6 can be coupled to one or more remote 
communications devices, such as pagers, or the like, via an appropriate communications 
system. This allows the processing system 6 to alert the security personnel directty through 
10 the use of pagers. SMS communications to mobile phones, or the like. This ensures that the 
security personnel are notified as soon as a problem occurs. 

During the above mentioned process, when the processing system 6 detects the location of a 
carrier 2 the processing system 6 can determine the carrier identifier and the location of the 
15 respective detector 23, and record this in the memory 21 . This allows a log of all carrier 
movements to be stored in the memory 21, as will be appreciated by persons skilled in the 
art 

The carrier identifier can also be used to control routing of the carriers through the air tube 
20 system 3. Thus, for example, a carrier with a specific identifier may be associated with a 
respective gaming table 40, and hence with respective loading and destination stations 4, 5. 
In this instance, when the carrier is loaded into the respective loading station 4, the 
processing system 6 detects the respective carrier identifier, and determines the intended 
destination station 5 from an LUT (Look Up Table) stored in the memory 21. hi this case, 
25 the carrier will be routed to the destination station in the manner described above, with the 
processing system 6 monitoring the transfer to detect any tampering or routing faults. 

The carrier will be deUvered to the respective destination station 5 which may be 
incorporated into a counting room, allowing the security documents to be removed and 
30 counted. The carrier can then be inserted into the respective destination station 5 and 
returned to the respective loading station 4, allowing it to be reused. 



To provide further enhanced security, the loading stations 4, and optionaUy the destination 
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Stations 5 can be provided with a cover which needs to be removed in order to aUow the 
carrier to be inserted into the loading station. An example of this is shown in Figure 8. In 
this example, the loading station 4 includes a body 50, having a cover 51 pivotally momited 
thereto as shown at 52. The body 50 and the cover 51 cooperate to define a cavity 53 when 
5 the cover 51 is in a closed position shown by the dotted Unes. The cavity is coupled at one 
end to a tube 20, allowing the carrier 2 to be inserted into the cavity 53, and the drawn into 
the tube when the air is pumped out. 

In this eKSxaple, a detector 234 is incorporated into the loading station 4, to allow the 
10 processing system 6 to detennine when the cover 5 1 is opened. This aUows the processing 
system 6 to initiate timing of the transfer of the carrier through the air tube system, as 
described above . It also allows an alert to be generated in the event that no carrier is 
inserted into the loading station 4, or if the cover 51 is left open. 

15 A further development is for the gaming table to incorporate a detector 2340, to allow the 
presence of a earner within the docking station 1 to be monitored. In this case, the 
processing system 6 can use signals firom the detector 23 provided in the gaming table to 
detennine when the carrier 2 is removed therefirem. It will be appreciated that this allows 
the processing system to monitor for insertion of the carrier 2 into the loading station 4 

20 associated with the respective gaming table. 

Again, the processing system 6 is typically adapted to monitor the time taken to perfonn 
this procedure and generate an alert, allowing security to check the location of the carrier 2, 
if a predetermined time limit is exceeded. 

25 

It will be j^preciated that in the event that the carrier 2 has been tampered with or stolen, 
this will minimise the time between this occurring and an alert being generated. 

A number of other variations on the above are also possible. For example, the processing 
30 system 6 can be ad^ted to provide an indication of the current location of all carriers 
within the system. This can be provided in the form of a system map which shows the 
current location of the contiwl stations 21 in a 3-dimensional image representation 
generated ftom data stored in the memory 21. In this exanq)le, different status indications 
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can be associated with respective carriers 2 or control stations 21 llie representations 
indicating the current status and function of the respective element Thus, for example, if a 
carrier 2 is currently in use this can be indicated a first colour and a second colour provided 
if the carrier 2 is delayed or tampered with. 

Specific Tmplamentation 

An example of a specific implementation of the invention incorporating a number of the 
features described above will now be described with reference to the flow charts shown in 
the Figures 8A and 8B. 



10 



At step 100 an empty carrier 2, with an open shutter 17B. is locked into a respective 
docking station 1 which is then locked into a gaming table 40. At step 110 the detector 2340 
transfers an indication of the carrier ID to the processmg system 6. The processing system 
6 will typically store an indication of the carrier ID, together with the time and date of 
1 5 insertion in a log. 

At step 120 security documents are placed in the carrier through the slot 42. Once the 
carrier 2 is fiil^ or at a predetermined time, the docking station is unlocked removed firom 
the gaming table 40 at step 130. This action causes the latch 17D to cooperate with an 
20 appropriate actuator on the gaming table, thereby causing the shutter 17B to close. 

At step 140 the carrier 2 is removed &om the docking station 1 and the cover 51 opened to 
aUow the carrier 2 to be inserted into the cavity 53 of the loading station 4 at step 150. 

25 During this process, at step 160. the detector 234o transfers an indication of carrier removal 
to the processing system 6. The processing system uses the carrier ID to access a carrier 
loading time interval, which is typically stored in the memory 21. This loading time 
interval represents the maximum amount of time that should be required to insert the carrier 
into the loading station. At step 180, the processing system 6 monitors the time taken to 

30 insert the carrier into the loading station in accordance with signals obtained firom the 
detector 234 at step 150. 



If at step 190 the processing system 6 detemaines that the loading time interval has 
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exceeded and tixe carrier 2 has not beea loaded, then the processing system 6 generates an 
alert at step 200. As described above, this alert may be an indication on the I/O device 32, 
or may be provided directly to security personnel via remote communications devices. 

5 If the loading time interval has not been exceed, then the process continues to step 210. 
allowing the cover to be closed and an indication of this to be transferred to the processing 
system 6. 

During this process, the detector 234 also transfers an indication of the cover opening time 
10 to the processing system 6, at step 220. At step 230, the processing system 6 obtains a 
cover open time interval, for example ftom a suitable LUT stored in the memory. The cover 
open time interval indicates the maximum duration for which the cover 51 should remain 
open during the loading process. Again, this is monitored by the processing system 6 at 
step 240, such that if it is determined that the cover open interval is exceeded, an alert can 
15 be generated at step 260. The cover 51 may be optionally automatically closed at this 
point. 

At step 270 tiie processing system 6 accesses route data stored in the memory 21 to 
determine a respective transfer route. lii particular, this is achieved in accordance with the 
20 carrier ID and it would therefore be appreciated tiiat routes are programmed into the 
processing system 6 for each carrier associated with the system. This ensures that carriers 
are only transferred between respective locations there by helping to ensure tiiat carriers are 
always transferred to the correct destination station 5. This also ensures tiiat employees, 
such as tiie croupiers have no control over the route of the carriers. 

25 

This is important, as carriers from different regions will need to be transferred to different 
destination stations 5 depending on the respective security documents contained therein. 
Thus, for example, a 2 carrier obtained from a high roUer table may need to be transferred 
to a more secure counting room due to the larger value of the security documents contained 
30 tiiereLn. Alternatively, tiiis may be achieved by routing carriers in accordance with flie 

respective loading station 4 into which the carrier 2 was loaded. 

At step 280 tiie processing system 6 controls tiie contiol stations 21 and tiie tirbine 22 to 
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transfer the carrier to in accordance with the predetermined route. At step 290 the 
processing system 6 monitors signals from the detectors 23 to determine the current 
position of the carrier 2, and in particular the time taken for the carrier 2 to travel between 
subsequent detectors in the air tube system. 

5 

The processing system 6 then determines a carrier transfer time interval. This is usually 
achieved by accessing the route data using an indication of the last detector 23 passed, to 
determine the time until the next detector is reached. 

10 The processing system 6 monitors the time taken to travel between the detectors 23, and if 
it is determined that the transfer time interval is exceed at step 310, an alert is generated at 
step 320, substantially as describe above. 

Otherwise, the processing system 6 operates to determine if the carrier has reached the 
15 destination station 5 at step 330. If not, the process returns to step 290, to aUow monitoring 
of the carrier 2 to be continued. 

At step 340, once the respective destination station 5 is reached, the carrier is removed from 
the destination station 5 and the dual bi-lock opened using both keys to allow the security 
20 documents contained in tibie carrier to be removed and evaluated. 

At step 350 the shutter 17B is opened and the base 18 replaced and locked. The carrier 2 is 
than placed in the destination station 5 at step 360. and automatically transferred to the 
respective loading station 4 under control of the processing system 6, in a mamier similar to 
25 that described above. Accordingly, it will be appreciated that the carrier is now available 
for reuse. 

Accordingly, the present invention provides a system, which allows security documents to 
be transferred in high-risk environments and under secure conditions and without the need 
30 for security guards. 



This allows the system to be used in a wide range of locations in which security documents 
need to be transferred, aad in which it is desirable to provide secure transfer without need 
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for a large number of security guards. 

Thus, for example, the system can be implemented in a racing environment, aUowing 
bookmakers and turf clubs to receive cash and then transfer this to a secure location. In this 
5 example, it will be appreciated that each bookmaker may use respective carriers aUowing 
their takmgs to be uniquely tracked an identified, thereby ensuring that security documents 
fiom different bookmakers are not mixed up, even tough they are been transferred using a 
common system. 

10 In this regard, the system can be fitted into envkonments where a number of pitches, or 
locations are selectively used. This is achieved by providing an open ended tube 20 where 
loading stations 4 may be required. In this case, when a respective location is used, a 
loadmg station 4 can be coupled to the tube 20, with the detector 23* being used to ensure 
that monitoring of carriers mserted into the system is correctly achieved. 

15 

It will be appreciated that in this example, as gaming tables are not provided, the docking 
stations are not required. However, in this example, the loading stations may be modified 
to include a slot ad^ted to cooperate with the aperture 17A on the carrier 2. In this case, 
security documents can be inserted into the carrier without the need to remove the carrier 
20 fiom the loading station. As a result, the cover 5 1 can be replaced with a sealed body such 
that the carrier 2 can not be removed fix)m the system at the loading station 4. 

In this example, empty carriers 2 would be transferred fiom a destination station 5 in a 
counting room and transferred to the loading station. The security documents can be 

25 inserted into the aperture 17A, through a slot in the loading station 4, with the carrier being 
automatically retumed to the destination station 5, either in accordance with input 
commands, or at a predetermined time. A replacement carrier can tiien be provided at the 
loading station 4, to allow fijrther security documents to be loaded, whilst the contents of 
the first carrier 2 are removed. It will be appreciated that this fiirther enhances the security 

30 of the system by preventing any individuals, other than those in secure locations, firom 
coming into physical contact with the carriers 2. 



In addition to the fimctionaUty described above, it is also possible to arrange for security 
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document counters to be positioned in a location adjacent the aperture 17A in use. Thus, 
for example, a bank note validation and/or counting machine may be positioned adjacent 
the aperture 17A to allow bank notes inserted into the carrier 2 to be counted and/or 
validated. 

5 

Thus, in the example of the gaming table, the bank note machine could be positioned 
between the slot 42 and the aperture 17A to count bank notes inserted into the carrier 2. An 
indication of the total value of the banknotes inserted into the carrier can then be 
communicated to the processing system 6 and stored together with the carrier ID of the 
10 respective carrier, obtained from the detector 234o which may form part of the bank note 
machine, hi any event, it will be appreciated that this allows a number of additional 
security checks to be performed, in particular, to validate the value of the contents of each 
carrier. 

15 Persons skilled in the art will appreciate that numerous variations and modifications will 
become apparent. All such variations and modifications which become apparent to persons 
skilled in the art, should be considered to fall within the spirit and scope that the invention 
broadly appearing before described. 
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 
1) Apparatus for transferring security documents, the apparatus being fonned from a 
carrier ad^ted for use in an air tube system, the air tube system having a tube for 
transporting the carrier from a source to a destination, the carrier including: 
5 a) A substantiaUycylindricaUy shaped housing defining an internal cavity, the housing 

being adapted to cooperate with the tube in use, to allow the carrier to be 
tran^orted; 

b) A Ud coupled to a first end of the housing, the Ud including an aperture adaapted to 
allow documents to be inserted into the cavity in use; 
10 c) A base removably mounted to a second end of the housing opposite the first, the 
base being removable to allow access to the cavity; and, 
d) A lock for retaining the base in place. 

2) Apparatus according to claim 1, the lock is formed fixjm a dual key bi-lock mechanism. 

3) Apparatus according to claim 1 or claim 2, the aperture being formed from a narrow 
15 slot. 

4) ^paratus according to any one of the claims 1 to 3, the carrier including: 

a) A shutter movably mounted to the lid, the shutter being adapted to move between an 
open position, and a closed position in which the aperture is blocked; 

b) A shutter opening system positioned in the cavity, and being adapted to be activated 
20 manually to liiereby allow the shutter to be opened, the; and, 

c) A shutter closing mechanism, the shutter closing mechanism being provided on the. 
outside of the housing, and being ad^ted to be activated once security documents 
have been inserted into the cavity. 

5) Apparatus according to claim 4, the carrier being ad^ted to be positioned in a docking 
25 station, to allow the carrier to be positioned in a gaming table in use, with the aperture 

aligned with a game table slot. 

6) Apparatus according to claim 5, the gaming table including an actuator for activating 
the shutter closing mechanism when the carrier is removed from the gaming table. 

7) Apparatus according to any one of the claims 1 to 6, the carrier including an identifier, 
30 the air tube system including a number of detectors positioned at respective locations in 

the air tube system, the detectors being adapted to: 

a) Detect the identifier of carriers traversing tihie location; and. 
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b) Transfer an indication of the identifier to a controUer adapted to determine the 
location of the carrier in accordance with the detector and the identifier. 

8) Apparatus according to claim 7, the carrier including a communications system for 
transferring an indication of the identifier to the detector. 

9) Apparatus according to claim 8, the transmitting system being formed &om an RFID 
system. 

10) A docking system for receiving a carrier for transporting security documents, the carrier 
having a cylindrically shaped housing having an aperture in a first end for receiving the 
documents, the docking system including a substantially cylindrical shaped cavity 
adapted to receive the carrier, the docking system being adapted to cooperate with a 
gaming table such that documents mserted through a gaming table slot are received by 
the carrier ^erture. 

11) A dockmg system according to claim 11, the docking system including a locking 
mechanism, the locking mechanism bemg adapted to selectively retain the carrier in the 
cavity. 

12) A docking system according to claim 11 or claun 12, the docking system being adapted 
to cooperate with an aperture in the gaming table, to allowing the docking stations to be 
moved ftom an open position in which the cavity is accessible to allow the carrier to be 
inserted therein, and a closed position in which the carrier aperture is aUgned with the 
slot. 

13) A docking station according to any one of the claims 10 to 12, the cavity including one 
or more guides, the guides being adapted to cooperate with one or more carrier guides 
mounted to carrier to thereby align the carrier in the cavity. 

14) A docking system according to claim 10, the docking system being adapted to receive a 
carrier according to any one of the claims 1 to 9. 

15) A controller ad^ted for use in .an air tube system, the air tube system including a 
number of controlling stations for selectively transferring carriers along interconnecting 
tubes between loading stations and destination stations, and one or more detectors for 
detecting the position of the carrier within the tubes, the controller being adapted to: 

i) Cause the controlling stations to transfer a carrier loaded at a respective loading 
station to a destination station; 

ii) Monitor signals from the detectors to determine the changes in the position of 

carriers; 



wo 03/101867 



-26- 



PCT/AU03/00699 



iii) Compare the changes in the position of each carrier to predetermined criteria; 
and, 

iv) Generate an indication in response to the comparison. 

16) A controller according to claim 15, each carrier including a respective identifier, the 
5 detectors being adapted to determine the respective identifier of each carrier and 

transfer an indication of this to the controller, being responsive to the identifier and the 
respective detector to determine the position of the respective carrier. 

17) A controller according to claim 16, the controller being adapted to transfer the carrier 
between respective loading and destination stations in accordance with the respective 

10 identifier. 

18) A controller according to any one of the claims 15 to 17, the controller including: 

a) A store for storing the predetermined criteria in the form of predetermined 
thresholds; and, 

b) A processor coupled to the store, the processor being adapted to: 
15 i) Determine the current position of the carrier; 

ii) Store an indication of the current position in the store; 

iii) Compare the current time taken to move between subsequent positions to the 
selected ones of the predetermined thresholds stored in the memory; and, 

iv) Generate an alert in accordance with an unsuccessful comparison. 

20 19) A controller according to claim 18, the alert being at least one of an audible or visual 
alert. 

20) A controller according to claim 19, the predetermined threshold being selected in 
accordance with the most recent position of the carrier. 

21) A controller according to any one of the claims 18 to 20, the processor being further 
25 adapted to store an indication of the carrier positions together with an associated time 

indication in the store. 

22) An air tube system for transferring security documents, the air tube system including: 

a) A number of tubes; 

b) One or more loading stations coupled to the tubes, the loading stations being 
30 adapted to allow carriers including security documents to be loaded into the tubes; 

c) One or more destination stations coupled to the tubes, the destination stations being 
ad^ted to receive carriers firom the tubes; 

d) A pimip for pumping into, or out of selected ones of the tubes; 
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e) One or more controlling stations for selectively interconnecting the tubes; 

f) A number of detectors for detecting the position of the carrier within the 

g) A controller coupled to the controlling stations and the detectors, the controller 
being adapted to: 

i) Cause the controlling stations to transfer a carrier loaded at a respective loading 
station to a destination station; 

ii) Monitor signals from the detectors to determine the changes in the position of 
carriers;. 

23) An air tube system according to claim 22, the controller being further adapted to: 

i) Compare the changes in the position of each carrier to predetermined criteria; 
and, 

ii) Generate an indication in response to the comparison. 

24) An air tube system according to claim 23, the controller being a controller according to 
any one of the claims 15 to 2L 

25) An air tube system according any one of the claims 22 to 24, the air tube system being 
adapted to transfer a carrier according to any one of the claims 1 to 9, 

26) A system for transferring security documents, the syst^ including: 

a) A carrier according to any one of the claims 1 to 9, the carrier being adapted to 
receive security documents in use; and, 

b) An air tube system according to any one of the claims 22 to 25, tite air tube system 
being adapted to transport the carrier from a source to a destination. 

27) A system according to claim 26, the system being adapted for use in a gaming 
environment, the system ftirther including a docking station according to any one of the 
claims 10 to 14. 

28) A method of transferring security documents from a source to a destination, the method 
including: 

a) Loading the security documents into a carrier; 

b) Transferring the carrier from a loading station to a destination station via an air tube 
system; 

c) Detecting the position ofthe carrier vdthin the air tube system; 

d) Compare flie position of the carrier within the air tube system to predetermined 
criteria; and, 

e) Generate an indication in accordance with the results of the comparison. 
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29) A method according to claim 28, the method being perfonned using the carrier of any 
one of the claims. 

30) A method according to claim 28 or claim 29, the method being perfonned using a 
controller according to any one of the claims for controlling the air tube system. 
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Fig. 2B 
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Fig. 6 
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The detector 23^^ 
transfers an Indication of 
earner removal to the 
processing system 6 



170 



The processing 
system 6 detemiines 
a carrier loading time 
Interval 
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The processing system 6 
monitors the time taken to 
Insert the carrier Into the 
loading station 
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An empty carrier 2 is 
locked into a respective 
docking station 1 which Is 
locked Into a gaming table 
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The detector 23^0 
transfers an Indication of 
the carrier ID to the 
processing system 6 
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Security documents are 
placed in tiie earner 
through ttte slot 42 
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removed from the gaming 
table thereby causing the 
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and tiie cover 51 Is 
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to the processing system 6 by 
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time tiie cover is open 



240 



Yes 



200 



The processing 
system 6 generates 
an alert 



The processing 
system 6 determines 
a transfer route from 
the route data 



270 




NO ^ y^apen intelva^ 
been 

Yes 



250 



The processing 
system 6 generates 
an alert 



260 



Fig. 9A 



PCT/AU03/00699 




The processing system 6 controls the 
control stations 21 and the turbine 22 to 
transfer the earner in accordance with 
the predetermined route 
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The processing system 6 monitors 
signals from the detectors 23 to 
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